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You need to get into a vault

ÅTry all combinations.

ÅTry a subset of combinations.

ÅExploit weaknesses in the lockõs design.

ÅOpen the door (drilling, torch, é).

ÅBack-door access: walls, ceiling, floor.

ÅObserve someone else opening
- note the combination.



You need to get into a vault

ÅAsk someone for the combination.

ðConvince them that they should give it.

ðForce it (gunpoint/threat).

ÅConvince someone to let you in

ÅFind a combination lying around

ÅSteal a computer or file folder that has the 
combination.

ÅLook through the trash



What can the bank do?
ÅInstall a better lock

ðWhat if theirs is already good?

ÅRestrict physical access to the vault (guards)

ðYou can still use some methods

ÅMake the contents of the vault less appealing

ðStore extra cash, valuables off -site

ðThis just shifts the problem

ÅImpose strict policies on whom to trust

ÅImpose strict policies on how the combination is stored

ðPolicies can be broken



Firewalls and
System Protection



Computer securityé then

Issue from the dawn of computing:

ÅColossus at Bletchley Park: breaking codes

ÅENIAC at Moore School: ballistic firing tables

Åsingle-user, single -process systems

Ådata security needed

Åphysical security



Computer securityé now

ÅSensitive data of different users lives on the 
same file servers

ÅMultiple processes on same machine

ÅAuthentication and transactions over network

ðopen for snooping

ÅWe might want to run other peopleõs code in 
our process space

ðDevice drivers, media managers

ðJava applets, games

ðnot just from trusted organizations



Systems are easier to attack

Automation

ðData gathering

ðMass mailings

Distance

ðAttack from your own home

Sharing techniques

ðVirus kits

ðHacking tools



Attacks

ÅFraud

ÅDestructive

ÅIntellectual Property Theft

ÅIdentity Theft

ÅBrand Theft
ðVISA condoms

ð1-800 -COLLECT, 1-800 -C0LLECT

ð1-800 -OPERATOR, 1-800 -OPERATER

ÅSurveillance

ÅTraffic Analysis

ÅPublicity

ÅDenial of Service



Cryptographic attacks
Ciphertext -only attack
ðRecover plaintext given ciphertext
ðAlmost never occurs: too difficult
ðBrute force
ðExploit weaknesses in algorithms or in passwords

Known plaintext attack
ðAnalyst has copy of plaintext & ciphertext
ðE.g., Norway saying òNothing to reportó

Chosen plaintext attack
ðAnalyst chooses message that gets encrypted

E.g., start military activity in town with obscure name



Protocol attacks

ÅEavesdropping

ÅActive attacks

ðInsert, delete, change messages

ÅMan-in-the -middle attack

ðEavesdropper intercepts

ÅMalicious host



Penetration

Guess a password

ðsystem defaults, brute force,
dictionary attack

Crack a password
ðOnline vs offline

ðPrecomputed hashes (see rainbow tables )
ÅDefense: Salt



Penetration: Guess/get a password

Page 29 of the

Linksys Wireless-N Gigabit

Security Router with VPN

user guide



Penetration: Guess/get a password

Check out

http://www.phenoelit -us.org/dpl/dpl.html

http://www.cirt.net/passwords

http://dopeman.org/default_passwords.html

http://www.phenoelit-us.org/dpl/dpl.html
http://www.phenoelit-us.org/dpl/dpl.html
http://www.phenoelit-us.org/dpl/dpl.html
http://www.cirt.net/passwords
http://dopeman.org/default_passwords.html


Penetration

Social engineering

ðpeople have a tendency to trust others

ðfinger sites ðdeduce organizational 
structure

ðmyspace.com, personal home pages

ðlook through dumpsters for information

ðimpersonate a user

ðPhishing: impersonate a company/service



Penetration

Trojan horse
ðprogram masquerades as another
ðGet the user to click on something, run 

something, enter data

*****************************************************************

The DCS undergrad machines are for DCS coursework only. 

*****************************************************************

Getting "No valid accounts?" Go to

http://remus.rutgers.edu/newaccount.html

and add yourself back.

login: pxk

Password: 

Login incorrect 



Trojan horse
Disguising error messages

New Windows XP SP2 vulnerability exposed
Munir Kotadias

ZDNet Australia

November 22, 2004, 12:50 GMT

A vulnerability in Microsoft's Windows XP SP2 can allow an executable file 

to be run by hackers on target machines, according to security researchers

é it is possible to craft a special error message that is able to bypass a 

security function in IE that was created to warn users before they 

download potentially harmful content. é a malicious Web site could 

prompt all its visitors with a standard grey dialogue box welcoming a user 

to the site before allowing access to the site's content. If a user clicks on 

the welcome box they could unknowingly install a file that gives control of 

their computer to a third party.
http://tinyurl.com/5mj9f



Phishing
Masqueraded e-mail



Malicious Files and Attachments
Take advantage of:

ðPrograms that automatically open 
attachments

ðSystems that hide extensions yet use them 
to execute a program ðtrick the user

love-letter.txt.vbs

resume.doc.scr



Exploiting bugs

Exploit software bugs
ðMost (all) software is buggy
ðBig programs have lots of bugs
Åsendmail, wu-ftp

ðsome big programs are setuid programs
Ålpr, uucp, sendmail, mount, mkdir, eject

Common bugs
ðbuffer overflow

(blindly read data into buffer)
Åe.g., gets

ðback doors and undocumented options



The classic buffer overflow bug
gets.c from V6 Unix:
gets( s)

char *s;

{ /* gets (s) - read a string with cgetc and store in s */

char *p;

extern int cin;

if (nargs () == 2)

IEHzap("gets  ");

p=s;

while (( *s = cgetc(cin)) != ' \ n' && *s != ô\ 0')

s++;

if (*p == ' \ 0') return (0);

*s = ' \ 0';

return (p);

}



Buggy software

sendmail has been around since 1983!


